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1. Scan Information

Scan Customer Company: Pervasive Software | ASV Company:

Comodo CA Limited

Date scan was completed: 09/01/10 12:36:04

|Scan expiration date:

11/30/10 12:36:04

2. Component Compliance Summary

IP Address :datacloud2.pervasi
ve.com

3a. Vulnerabilities Noted for each IP Address

Vulnerabilities Noted per IP address Severity CVSS

IP Address level Score
datacloud2.pervasi SSL ciphers https (443/tcp) Medium
ve.com
datacloud2.pervasi Services https (443/tcp) Medium
ve.com
datacloud2.pervasi Services http (80/tcp) Medium
ve.com
datacloud2.pervasi No 404 check http (80/tcp) Low
ve.com
datacloud2.pervasi HTTP Cookies https (443/tcp) Low
ve.com

datacloud2.pervasi Web Server Allows Password Auto- Low

ve.com Completion https (443/tcp)
datacloud2.pervasi Web mirroring https (443/tcp) Low
ve.com

datacloud2.pervasi HyperText Transfer Protocol Low
ve.com Information http (80/tcp)

datacloud2.pervasi HTTP methods per directory https  Low

ve.com (443/tcp)

datacloud2.pervasi HyperText Transfer Protocol Low
ve.com Information https (443/tcp)
datacloud2.pervasi No 404 check https (443/tcp) Low

ve.com
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Vulnerabilities Noted per IP address Severity CVSS

level
Common Platform Enumeration Low
(CPE) generalltcp
OS Identification general/tcp Low

HTTP Server type and version https Low
(443/tcp)

HTTP Server type and version http  Low
(80/tcp)

Supported SSL Ciphers Suites https Low
(443/tcp)

TCP timestamps general/tcp Low

Host FQDN general/tcp Low

Consolidated Solution/Correction Plan for above IP address:

Score Noted by ASV for this

Add the attribute ‘autocomplete=off' to these fields to prevent browsers from caching credentials.

3b. Special notes by IP Address
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Note

Item Noted (remote access
software, POS software, etc.)

Scan customer's declaration that
software is implemented securely (
see next column if not implemented
securely)

Scan customer's description
of actions taken to either:
1)remove the software or 2)
mplement security




